The Bitcoin payment system involves two agent types: Users that transact with the currency and pay fees and miners in charge of authorizing transactions and securing the system in return for these fees. Two of Bitcoin's challenges are (i) securing sufficient miner revenues as block rewards decrease, and (ii) alleviating the throughput limitation due to a small maximal block size cap. These issues are strongly related as increasing the maximal block size may decrease revenue due to Bitcoin's pay-your-bid approach.
INTRODUCTION
Bitcoin's security relies on its ability to attract honest miners and to incentivize them to invest large amounts of computational power [13] . This is done by rewarding miners for the creation of new blocks. The payment comprises a block reward that is a fixed amount per block, and a fee that each transaction pays for its inclusion in the block. Since the block reward is cut in half approximately every 4 years, transaction fees gradually become the miners' main incentive to participate. The decision on which transactions to include in the block is made using a "pay-your-bid" auction: each transaction submits its fee for its inclusion in the block. A miner, in turn, includes the highest bidding transactions that fit in the block. In this auction, larger block sizes imply smaller transaction fees, since all transactions will aim to pay the lowest possible fee for its inclusion in the block. The Bitcoin block size therefore significantly influences miners' revenue. Indeed, one of the main arguments against a block-size increase in Bitcoin has been that it may cause transaction fees to drop significantly. Thus, two of the Bitcoin system's main problems, i.e., obtaining sufficient revenue for the miners as the block reward gradually decreases and the throughput limitation as a result of the maximal block size, are in fact strongly related. This connection, however, is a major obstacle to their resolution. Our motivation in this paper is to decouple the issues of revenue and maximal block size (which should be determined according to other technical considerations, like block propagation times) and to provide scalability from the economic perspective of the fee market.
While most of auction theory assumes a trusted auctioneer that honestly follows the protocol, a miner (the auctioneer of the block) cannot be trusted. If adding fake bids can increase profit, a miner can add transactions by moving funds from one of its accounts to another. Similarly, a miner can ignore bids. An untrusted auctioneer can manipulate a 2 nd price auction, for example, by adding a fake bid that is very close to the highest bid. Bidders will realize that and shade down their bids. Though cryptography can, in general, help resolve some of these issues, as far as the authors are aware, cryptographic techniques are not applicable to Bitcoin: they assume a trusted setup, that the auctioneer is known in advance, or multiple communication rounds between all parties as in secure multi-party computation [1, 4, 12, 14] .
We analyze here a potential solution to these issues, the monopolistic auction [8] . 1 We observe that in the Bitcoin setting, the monopolistic auction is immune to untrusted auctioneers, on the one hand, and it decouples the revenue issue from the maximal block size issue, on the other. In this auction, given bids b 1 , ..., b n , the miner chooses which transactions to include in the block. All chosen transactions pay the same fee -the lowest bid in the block (as must be verified by the protocol). The maximal revenue resulting from this method cannot be increased by adding fake bids or by ignoring true bids. Other manipulations like side payments between miners and users are also not beneficial. In fact, we are not aware of any beneficial miner manipulation that can be exploited in the frame of this auction. Additionally and in contrast to a pay-your-bid auction, increasing the maximal block size does not decrease the revenue of the monopolistic auction. Choosing a threshold price is conceptually similar to dynamically choosing the block size -the miner chooses the size of the block it creates as a function of the bids received. In some bid instances, blocks will be small, while in others they will be large.
In a pay-your-bid auction, a user must strategically determine the lowest bid it can submit such that it will be included in the block ("bid shading"). Indeed, Bitcoin wallets use various fee estimation techniques. It is not clear how to do this optimally, and in any case, it requires some non-trivial computational effort (data gathering, statistical analysis, etc). Bid shading can also help in worst-case instances of the monopolistic auction, and as a result, [8] do not analyze its strategic properties but suggest it only as a benchmark for other truthful auctions they define. These other truthful auctions from [8] are less applicable vis-a-vis our needs (see Section 5) . Although the approach is not truthful, in the monopolistic auction, a user, rather than paying her bid, pays some threshold value (a function of all bids) which w.h.p is only remotely related to one's bid. The main technical novelty of this paper is to show that the expected gain from optimal bid shading relative to truthfully bidding the maximal willingness to pay decreases to zero as the number of bids grows. On average, all users will benefit very little, if at all, from bid shading in the monopolistic auction. Since a near optimal strategy is to bid the maximal willingness to pay, bidding in the monopolistic auction is simpler. Section 2 defines the formal framework used and proves this statement, and Section 4 verifies it via simulations using synthetic and actual Bitcoin bid distributions. The greater simplicity of the monopolistic auction is another of its advantages over the pay-your-bid auction.
This analyzes a single block creation. "Patient users", who willing to wait for future blocks, might lower their bids if they anticipate less competition in the future. Two important issues that remain to be investigated in future research are (1) how patient users shade down their bids and (2) how non-myopic bidders who create persistent transactions affect the bid distribution. Note that these issues affect the revenue not only of the monopolistic auction, but also of the pay-your-bid auction. We do not know, however, which of the two auctions is more strongly affected. Our analytical results suggest that the monopolistic auction collects at least as much revenue from impatient users as Bitcoin's current mechanism. Related Work. There are relatively few works devoted to analyses of the Bitcoin fee market and fewer still that suggest modifications to the basic mechanism. [10] provided an early analysis of the economics of Bitcoin mining, including a game theoretic analysis of the incentives to mine on the longest chain. [2] considered the incentives of miners to distribute transactions to each other and designed ways to share the fees in exchange for distribution. [6] explored the security of Bitcoin and the incentive to mine blocks properly when block rewards diminish and fees dominate the revenue of miners. They showed that variance in fees may undermine the security of the protocol and subject it to different forms of deviations and attacks. [5] explored related bribery attacks on the protocol that are paid for through promises of higher rewards for attackers that construct blocks off the longest chain. [15] considered the removal of the block limit altogether, arguing that delays in large block propagation times, which, in turn, imply a higher likelihood that the block is abandoned (often referred to as an orphaned block), will cause miners to restrict their own block sizes.
The paper analyzed the resultant fee market that emerges. [9] modeled the transaction fee market and assumed that users benefit less if their transactions are delayed. They showed that such delays together with the congestion that may naturally occur in blocks due to queuing effects can lead to non-zero bids for transacting users even if blocks are not completely full. As far as we are aware, no previous work has explored a different mechanism for the fee market in crypto-currencies.
After the preprint version of this manuscript was published, Andrew Chi-Chih Yao [17] further analyzed the monopolistic price as a fee mechanism for Bitcoin, in the process resolving our main conjecture, Conjecture 2.6 -see the discussion there.
Basu, Easley, O'Hara and Sirer [3] used a modified monopolistic price auction to determine inclusion in the block. They penalize miners if the blocks are not full, and additionally, they average the reward from blocks between different miners. Their goal is to maximize social welfare rather than the miners' revenue. The main analytical difference between their work and ours is that theirs is based mostly on simulations while ours is proved for the most part formally. In terms of abstract conclusions, our results agree with theirs: they also establish that the incentive of miners and users to manipulate diminishes as n grows. A full version with greater detail and the full proofs is in Ref. [11] .
THE MONOPOLISTIC AUCTION
There are n transactions, each of which has a privately known maximal willingness to pay v i for its inclusion in the block, e.g., an alternative transaction cost via a bank, credit card, etc. Transactions submit bids, and based on these, the miner decides which transactions to include in the block. The bid vector is sorted so that
In case of ties, k * is chosen to be the maximal such index. Define:
where R(b) is termed the "monopolistic revenue" and p M (b) is termed the monopolistic price. In the monopolistic auction, the miner includes in the block the k * (b) transactions who submitted the highest bids and charges a payment of p M (b) = b k * (b ) from each of these transactions. The miner's revenue from this block is therefore R(b). An untrusted auctioneer that can add fake bids does not have any incentive to do so in this auction. Specifically, the Bitcoin protocol can verify that all transactions in the same block pay the same price. However, it cannot prevent miners from adding fake bids by exploiting transactions that move funds between two accounts of the same miner. These fake bids can affect the payments of the "real" bids and increase the revenue of the auctioneer, as is the case in a second-price auction. In the monopolistic auction,in contrast, the addition of fake bids cannot increase the revenue: given any vector of real bids b, since all transactions in the block pay the same price, the maximal revenue is R(b) if the miner does not create another block in the near future. However, a bidder might benefit from submitting b i < v i , as demonstrated by the following examples:
Example 2.1. Suppose n bidders that have the same maximum fee v i = 1. If all bids are b i = v i , then R(b) = n, k * (b) = n, and p M (b) = 1, i.e., all bids get accepted to the block and they all pay 1.
A strategic bidder, say 1, can reduce her payment by reducing her bid to b 1 = n−1 n . With this bid, the monopolistic price decreases to n−1 n : if all bids of value 1 are accepted, the revenue is n − 1, and if all bids of value at least b 1 = n−1 n are accepted, the revenue is still n − 1.
The gain from bid shading in this example vanishes as the number of users (and the block size) increases. In other cases, gains do not vanish even when the number of bidders grows:
. . = v n = 1. Bidder 1 can reduce her price by bidding n−1 n instead of 2.
However, if the values for example 2.2 are taken from realistic distributions, then the probability that it will be realized will usually be very small.
Therefore, rather than allege that there are no profitable deviations from truth-telling, we will only claim that the expected gain from any non-truthful bid diminishes as n grows. For example, if the distribution of values has a finite support, bidding the next lower value in the support weakly dominates truth-telling. Though more pronounced bid shading may be beneficial, it will not be a dominant strategy. We will show, however, that the expected gain from such a deviation or from any other deviation becomes extremely small as n grows. Therefore, we believe that it makes sense to conclude that only small deviations will likely happen. Every bidder with v = 2 has a dominant strategy to bid 1, since she derives 0 utility when the monopoly price is set to be 2, and by bidding 1 she increases the chance that the monopoly price will be 1. The probability that a bidder with v = 2 can improve the outcome (i.e., change the empirical monopoly price from 2 to 1) by bidding b=1 in a 2n bidder auction is (
We validate this intuition more generally via both theoretical and empirical analyses. First we define some terms. Fix a user i and a vector of bids
In words, p S (b −i ) is the lowest possible bid for i to be included in the block. Figure 1 gives an example. This definition does not capture a case where a bidder can provide false-name bids (i.e., can split her transaction into several transactions), which is discussed in Section 3. Figure 2 presents the strategic prices in an example with n = 256 users. In this example, p S is monotonically decreasing among winning bidders (higher winning bids imply lower strategic prices) but not among all bidders. This property is formally proved in the full version [11] . Additionally, here and in most other simulations, almost all winning bids have the same strategic price, the exception being the very few lowest winning bids (i.e., those with prices slightly higher than the monopolistic price). The strategic price of these bids is higher, i.e., they gain less from being strategic. 1) as a function of b 1 , demonstrating that p M is neither monotone nor continuous. As can be seen, the strategic price of the first bidder is 0.5.
While p S (b −i ) is the minimal price that bidder i must pay to be included in the block, she will pay p M (v i , b −i ) if she bids her true maximal willingness to pay. This possible gain from bid shading is captured by the notion of the "discount ratio": 
from her price by strategic bid shading.
As we showed above that the discount factor can be large in the worst case, we therefore conduct an average-case analysis. Assume that all true values are drawn i.i.d. from some distribution F on R >0 . The average discount ratio is then ∆
] (the choice of bidder 1 is arbitrary since all are symmetric a-priori).
We also consider two stronger notions. In the first, for each realization v 1 , ..., v n , we consider the maximal discount ratio among all bidders:
Clearly, for all n, ∆ max n ≥ ∆ aver aдe n since for every v and every i, In the second extension, defined only for distributions with a finite bounded support, we fix player 1 and assume that she deterministically has a value that maximizes her discount ratio (the worst possible value for her, from our perspective) while all other values are probabilistic. This depicts a situation commonly assumed in game theory wherein a user knows her own value and (only) the distribution of the other values. δ
Theorem 2.5. For any distribution F with a finite support size,
The proof of this theorem is very similar to that of Theorem 2.4. Our empirical analysis focuses on ∆ max n , since it is well-defined even for distributions with unbounded support.
While lim n→∞ |∆ GT n − ∆ max n | = 0, the relation between ∆ GT n and ∆ max n depends on the distribution, i.e., one term is not always larger than the other -see the full version for concrete examples. The e-print version contained the following conjectures: Conjecture 2.6 (Nearly Bayesian-Nash Incentive-Compatibility).
(1) For any distribution F , lim n→∞ ∆ aver aдe n = 0. In particular, Recently, Andrew Chi-Chih Yao resolved many issues that were left open in this work. Indeed, "The main purpose [of Yao's paper] is to settle the Nearly IC Conjecture for the monopolistic price in the positive" [17] . Specifically, the first sentences in items 1 and 2 were proved, and a slightly weaker claim was shown than the "in particular" claims in these items. This was proved also when accounting for multiple strategic bids -see Section 3. Item 3 was proved for the inverse distribution (see Eq. (3)), which was our primary candidate for this conjecture based on numerical datasee Section 4.
Proof of Theorem 2.4
Given v, define: The following three claims are proved in the full version [11] :
Claim 3. Let y be the smallest element in the support of F that is at least p S . Then,
With these claims, we prove a second lemma:
Proof. Define A as the event where p S < k * k * +1 p H . The proof defines an event B s.t. (i) lim n→∞ Pr(B) = 0, and (ii) A ⊆ B. This implies lim n→∞ Pr(A) = 0 as claimed.
To define event B, fix any arbitrary two x, y ∈ Support(F ) such that x > y. Define num(v, z) ≡ |{v i |v i ≥ z}|. Define the random variables n z = num(v, z) for any real number z, h(x ) = n x · x, and д(x ) = (n x − 1) · x. We first aim to bound the probability that h(x ) > h(y) ≥ д(x ). This is the same as the probability that n x > y x n y ≥ n x −1, which is true only if n x = ⌊ y x n y + 1⌋. The triple (n x , n y − n x , n − n y ) is a trinomial distribution with probabilities
. By simple analysis of the trinomial distribution, we show in the full version that
Let B be the event in which ∃x, y ∈ Support(F ) s.t. x > y and h(x ) > h(y) ≥ д(x ). Since the support is of finite size, there is a fixed number of such pairs x > y ∈ Support(F ). By Eq. (2) and the union bound, we conclude that lim n→∞ Pr(B) = 0. We show that A ⊆ B,
. Let x = p H and let y be the smallest element in the support of F , which is at least p S . By Claim 3, the event
where the first step follows since n y = n p S and p S ≤ y, the fourth step follows since v i * ≥ x > y ≥ p S , the fifth step follows from Claim 1 that shows that p M (p S , v −i * ) = p S , and the sixth step follows since v i * ≥ x > y ≥ p S . □ Let the "bad" event E 1 be the case where k * < c ·n (c is taken from Lemma 2.7) and the "bad" event E 2 be the case where
implying Theorem 2.4.
MULTIPLE STRATEGIC BIDS
In some cases, it is beneficial to split one's bid into separate transactions with several separate bids. In fact, such a strategy sometimes enables a losing transaction to be included in the block:
Example 3.1. Let v = (5, 2, 1, 1). With bids b = v, the monopolistic price is 5 and the second bidder loses. However, if she submits two separate bids of 1 each, the monopolistic price will be 1 and all bids will be included.
Our empirical evaluation below accounts for such situations, showing that the benefit from using multiple bids also goes to zero as n increases. In all the distributions we examined, except the discrete distribution, we never encountered a case in which the strategic player has an advantage placing multiple bids. Even in the discrete case, the effect of such multiple bids was negligible. See the full version for more detail.
EMPIRICAL EVALUATION
We provide empirical evidence to support the above conjectures and to supply greater detail on the rate at which the discount ratio converges to zero. We use both synthetic data as well as transaction data taken from the Bitcoin blockchain. The synthetic data are generated using four distributions:
(1) A uniform discrete distribution over the integers 1, . . . , 100.
This distribution has a finite support size and therefore satisfies the requirements of Theorem 2.4. (2) The uniform distribution over [0, 1] . Notice that here the support size is infinite. (3) The half normal distribution. Here, the probability for maximum fee x decreases exponentially with x, hence, even though arbitrarily high transaction fees will be seen, they are highly unlikely. (4) The inverse distribution
Here, the probability for a maximum fee x decreases polynomially with x. The uniform distribution has no tail, the half normal distribution has a light tail (it decreases exponentially fast), and the inverse distribution has a heavy tail.
Bitcoin blockchain data was collected from 1000 consecutive blocks, which constitute roughly one week of activity ending on October 28th, 2016. The data obviously do not contain the maximum willingness to pay, since this is not how Bitcoin operates. The simulations estimate the maximum willingness to pay, v, as a function v = v (x ) of the transaction size x (x is the sum of all outputs of the Bitcoin transaction). We use three alternative functions:
Note that multiplying all bids by a scalar does not change the discount ratio, which is the case when, e.g., the maximum willingness to pay is some percentage of v (x ).
We empirically evaluated ∆ aver aдe n and ∆ max n as a function of the number of bids, n. For each n ∈ {2 3 , 2 4 , . . . , 2 17 }, we conducted 100 simulation runs. Each run samples n bids and calculates the n empirical discount ratios. ∆ aver aдe n is the average of the n individual discount ratios and ∆ max n is the maximum over the n individual discount ratios. Each point in the graph is the average of 100 runs. Figure 3 shows that ∆ aver aдe n
behaves almost identically for all tested distributions. In particular, as stated in the first part of Conjecture 2.6, ∆ aver aдe n decreases linearly with the number of bids n and for all distributions, even those with an infinite and unbounded support size. Figure 4 shows that ∆ max n behaves differently for some of the tested distributions. For the uniform distribution, ∆ max n decreases linearly with the number of bids, supporting the second part of Conjecture 2.6. The half normal distribution behaves similarly (even though it is not bounded). For the inverse distribution, ∆ max n does not seem to decrease with the number of users, and we believe that this is in fact an example that supports the third part of Conjecture 2.6. The three Bitcoin distributions behave as follows: the log of the sum decreases the fastest, the square root of the sum decreases more slowly, and the sum decreases the slowest. For example, for n = 2048 (roughly the current Bitcoin block-size), ∆ max n is about 0.2%, 5%, and 19% for the three distributions, respectively. When n = 2 17 ≈ 130, 000, ∆ max n is about 0.0007%, 0.05%, and 1%. These findings show that there is a qualitative difference between ∆ aver aдe n and ∆ max n , mainly for the inverse distribution and for the Bitcoin distribution with v (x ) = x. In these distributions, although the average transaction will benefit very little from bid shading, some transactions can nonetheless obtain significant benefit. This outcome can, in principle, result from two different reasons. The first is that ∆ aver aдe n also accounts for the losing bidders, whose discount ratio is zero. The second is that ∆ max n only accounts for the single winning bidder with the maximal discount ratio. However, typical bidder behavior (as demonstrated in Figure 2) shows that almost all winning bids have the lowest strategic price and, therefore, the highest discount ratio. Thus, the explanation for the difference between the two discount ratios seems to be the first. Figure 5 shows all simulation points for the Bitcoin log of of sum distribubtion. The x-axis is the resulting block size of the simulation run (in the previous figures it was n) and the y-axis is the maximal discount ratio of the simulation run. Three main conclusions can be drawn from Figure 5 . First, block sizes (number of winners) range from 1 to about 25,000 when v (x ) = log x (recall that the total number of bids ranges from 2 3 to 2 17 ). 2 Second, this range in block sizes is the main reason why ∆ max n is smaller in the Bitcoin log of the distribution of sums, as larger block sizes imply smaller discount factors. Third, the distribution of the simulation points, which include outliers, is not normal. We do not have an explanation for this finding. The last two remarks apply to all tested distributions. the maximal block size involves economic rather than purely technological considerations (e.g., block propagation time [7, 16] ). For single block creation, the proposed monopolistic auction effectively solves all these issues while maintaining miner non-manipulability.
The monopolistic auction is ϵ-truthful (ϵ goes to zero as the number of bidders grows). Alternatively, we can take a truthful auction where a bidder cannot influence its winning price, e.g., the RSOP auction is truthful and its revenue RSOP (v) satisfies lim n→∞ max v R (v ) RSO P (v ) = 1 [8] . The full version describes an implementation in Bitcoin (e.g., the required randomness needs to be verified by other miners) and discusses major drawbacks of it. In light of these shortcomings, we believe that the monopolistic auction is better suited to implement improvements in Bitcoin's fee market. Future Work. One important issue we did not cover is that of the temporal implications of patient users who are willing to wait for transactions to be included in future blocks, as in the current analysis we only address impatient users. The monopolistic auction can also be explored further via a careful equilibrium analysis. The astute reader may notice that the current model allows for an equilibrium in which all bidders bid 0, an unrealistic setting since in practice there exists a maximum limit on the block size, and not all transactions can be included in the block. We believe that in such a setting, no other meaningful equilibria exist other than truthfulness, which is an ϵ-BNE. To reach a definitive conclusion, however, a careful analysis is required.
